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ABSTRACT

Anomaly detection in smart environments is an attractive research area for the
application of machine learning methods. In order to analyze large amounts
of data from heterogeneous sensors, various approaches from machine learn-
ing have become established. The successful detection of anomalous, system-
critical events can prevent fatal consequences in smart environments. For clas-
sical statistical methods it is a challenge to generalize well on large data sets,
which leads to the broad use of deep learning methods. Deep learning is ca-
pable of generalizing well on large data sets. In the domain of smart environ-
ments the continuous observations of the environment produce large data
sets.

Recent research on anomaly detection methods has also considered the use
of reinforcement learning. The connection of reinforcement learning and deep
learning is already used with promising results in other domains. In the con-
text of this thesis, the application of a deep reinforcement learning approach
in the domain of anomaly detection for smart environments is investigated.
The goal is the implementation and evaluation of a dynamic anomaly detec-
tion framework,which uses awell-known algorithm, namely deepQ-learning,
from reinforcement learning. The implementation and analysis of deep Q-
learning with prioritized experience replay is a novel contribution to anomaly
detection in smart environments. The approach is not domain specific and
works experience-based on multivariate features.

The thesis includes an introduction to the topic and the basics of the cur-
rent research. Analysis is performed on two independent data sets of smart
environments. Furthermore, the implementation of the framework and the
underlying problem is discussed. The evaluation includes a comparison be-
tween twodeepQ-learning approaches and other anomaly detectionmethods
from the literature. The results of the evaluation show that the use of deep Q-
learning with prioritized experience replay is a stable and accurate anomaly
detection method, which is in no way inferior to its alternatives. A challenge
for the proposed approach is hyperparameter optimization. On a large data
set for falling detection of elderly people the investigated approach outper-
forms its peers.
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Part I

THE S I S





1
I N TRODUCT ION

Since the Internet of Things (IoT) was first mentioned in 1999 [1], it is esti-
mated that nowadays between 20 [2] and 50 [3] billion connected devices
are operating worldwide. The International Telecommunication Union (ITU)
describes the IoT as a global infrastructure that enables physical and virtual
things to be connected as communication technology [4]. Before the term IoT
was established, Weiser et al. have already been working on systems in the
ubiquitous computing research group at the Xerox Palo Alto Research Center
(PARC) [5]. Today, the research ofWeiser et al. is considered pioneering work
in the research area of smart environments. are a subarea
in the IoT. In the concept of ubiquitous computing smart environments are
described as pervasive, continuously computing systems. The research field
of smart environments is a broad area which is characterized by a variety of
properties. A more in-depth overview of these properties is provided in Sec-
tion 1.6. Cook and Das [6] describe smart environments as a ”small world
where all kinds of smart devices are continuously working to make inhabi-
tants’ lives more comfortable”. Smart or intelligent in terms of smart environ-
ments means that the system has the ability to autonomously acquire knowl-
edge and apply that knowledge to its environment [6]. Inmany cases, the goal
of a smart environment is to improve the experience of its inhabitants.

The integration of sensors and actuators as peripherals to the environment
is indispensable for smart environments. Nowadays it is possible to set up en-
tire buildings as smart environments. This setup has been shown to effectively
reduce the energy consumption of entire buildings [7]. Smart environments
can be prone to malfunctions. Malfunctions can occur due to internal or ex-
ternal factors and may have fatal consequences. Due to the interconnection
between physical layers and non-physical layers, a disruption in a smart envi-
ronment can cause a cascading chain of malfunctions which then propagates
through the environment and results in unforeseen consequences [8]. In the
literature, unforeseen critical events are described as anomalies/outliers [9].
An improvement in the detection of these outliers offers a promising research
area to contribute to. (AD) emerged in recent years to recog-
nize and prevent unforeseen events in smart environments [10]. Nowadays,
anomaly detection is often implemented usingmachine learning (ML), as the
methods of machine learning can be used to process enormous amounts of
data generated by the IoT. In this thesis it is shown that a novel anomaly de-
tection method on sequential time series can increase the safety of smart envi-
ronments. To achieve this goal, a well-known approach of deep reinforcement
learning (DRL) is transferred, implemented, and evaluated.
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1.1 MOT I VAT ION

The main idea behind this thesis is to investigate a new approach for rein-
forcement learning in the domain of anomaly detection. If the investigated
approach is shown to be more accurate than existing approaches, this leads to
more accurate anomaly detection in the domain of the researched data sets. A
higher accuracy in anomaly detection problems can result in a higher safety
for the observed domains. As shown in many surveys on anomaly detection
with deep learning (DL), there exist fewer reinforcement learning (RL)meth-
ods [11–14] than other methods. This fact is also shown in Figure 1.1, it shows
the different amount of publications found on Google Scholar regarding the
search terms ”anomaly detection reinforcement learning”. As one can see in
Figure 1.1, roughly every fifth publicationmentions RL togetherwith anomaly
detection. In none of the previously mentioned surveys a reason is given on
why RLmethods are rarely used. The low amount of RLmethods is conspicu-
ous, because RL achieves good performance in other domains. This lackmight
stem from RL methods being distinct to ”common” anomaly detection meth-
ods and the transfer of RL upon anomaly detection is a difficult objective.

Figure 1.1: Distribution of different learning methods mentioned on publications re-
garding anomaly detection found on Google Scholar. The chart shows
an unbalanced distribution of research effort spent on anomaly detection
methods.

Reinforcement learning is already achieving superhuman performance in
game planning and solving [15, 16]. The hope exists that this superhuman feat
can be achieved in other research fields by merely adapting the methods to
these. Existing anomaly detection methods suffer from strong assumptions of
the underlying data or often are domain specific solutions [14]. Self-learning
approaches could overcome the challenge of solving large continuousMarkov
decision processes (MDP) as they tend to evolve in anomaly detection tasks.
A Markov decision process is the abstract skeleton of a learning task. If RL
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approaches outperform other approaches upon smart environment’s sensor
data, this can result in a higher safety of smart environments in the future. The
process of sequential detection of anomalous behavior can be modelled as an
MDP, and therefore suits the RLmethods. Furthermore, it is a challenging task
to formalize the anomaly detection problem and apply RL methods upon the
formalized learning problem. This task has not been solved by many research
groups before as it is shown in Section 2.3. Formalizing the MDP to resemble
all information hidden in a time series and successfully learn relevant feature
distributions is yet work to be explored in depth.

1.2 OB J E C T I V E S

The main goal of this thesis is the implementation and evaluation of a novel
method in anomaly detection for time series. The origin of the time series
data are smart environments, which use sensors to observe their environment.
A successful implementation of the method can lead to safer smart environ-
ments in the future. Better anomaly detection in a certain domain is a lead
towards higher safety inside the domain. Due to the novelty of deep rein-
forcement learning approaches in anomaly detection, the implementation of
the anomaly detector is a difficult task. This work blends in well with the re-
search done by Huang et al. and Yu et al. [17, 18]. The baseline of this work is
to achieve a multivariate anomaly detector for sequential time series by using
RL methods. To achieve this goal a double deep Q-Network (DDQN) with
prioritized experience replay (PER) is implemented.

The objectiveswhich are set can be split up in smaller subsets. The
consists of a framework implementation for anomaly detection using rein-

forcement learning. This includes the formalization of the anomaly detection
problem as anMDP and choosing a suitable learning method from RL theory.
The includes the evaluation of the chosen learning method on
relevant data sets. The data sets come from different domains of smart envi-
ronments. By evaluating the performance it is possible to draw a conclusion
on the effectiveness of the chosen method. On the one hand, the implemen-
tation of the framework including the learning method’s implementation is
shown. On the other hand, a conclusion is drawn about the general usability
of RL methods for anomaly detection and how this can lead researchers to
develop safer smart environments in the future.

1.3 OUTL INE

The thesis consists of 6 main chapters. The first chapter includes an introduc-
tion to the basic topic of this thesis. In the first chapter, background informa-
tion and historically relevant events are to be conveyed. The second chapter
aims to give the reader a deep insight into the theoretical foundations that
are necessary for this thesis. In the second chapter, previous research on the
topic of ”anomaly detection with reinforcement learning” is also presented.
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With the basics properly equipped, a seamless transition to the third chapter
becomes possible. The third chapter presents how to approach the problem
of anomaly detection using an abstract MDP. In the fourth section, the exact
implementation of the anomaly detector is discussed. Then, in the fifth chap-
ter, the results of the respective experiments are presented. In chapter six, a
summary and a concise outlook of this research is given. Figure 1.2 depicts
the contents of this thesis as a graphic.

Figure 1.2: A big picture: the overview of this thesis.

1.4 MACH INE L EARN ING

(1)

Quote 1 describes an abstraction of machine learning, as a general prob-
lem in computer science. Tom Mitchell explains the concepts behind machine
learning in his book [19] in depth. This section aims at introducing the basic
concept of for machines. It is necessary to understand how one can
wrap a learnable task for machines. The contribution in this thesis relies upon
the abstraction of a real-world problem to an ML problem. More specifically,
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the research in this thesis applies methods from reinforcement learning (RL).
Hence, the research field ofML is explained briefly.ML has received a tremen-
dous increase in interest in recent years. ML is an interdisciplinary research
field with relevant influences from mathematics, biology, computer science
and neuroscience [20, 21]. By getting a deeper understanding of the terms, E,
T, and P from Quote 1 one can grasp the basic concept of ML, including RL.

Experience, from a humans perspective, is something which humans can
obtain by interacting with their environment. Experience is used to learn be-
havior which can be used to solve a specific task. It is important to note that
experience appears to happen in a specific moment of time, but the ability
to memorize such is often necessary to learn some task effectively. In com-
puter science, experience is a representation of information specifically used
to solve a problem defined in advance [19]. During the research of this thesis
the terms and are used again. This stems from the fact
that concepts of reinforcement learning are used. In Section 2.1, these
are encountered while the meaning of reward-driven behavior is introduced.

Task, or problem, refers to the corresponding abstraction of an object or
surrounding which one gains experience from. The goal is to solve the task
at hand without being given the optimal solution. In order for a computer to
achieve this, the abstraction of the taskmust be as accurate as possible. Aswith
humans, tools are available to achieve the respective goal, namely to solve the
task. These tools involve mathematical methods to improve performance rela-
tive to the task. A more accurate description on how to implement an abstrac-
tion of tasks, experience and performance is given in Section 2.1.2. It should
be noted that different machine learning approaches for solving tasks exist, as
shown in Figure 1.3.

Performance describes the evaluation criteria, which is used as a feedback
for machine learning algorithms. The performance can be evaluated at dif-
ferent stages of the learning problem. In supervised learning for example, a
performance measure can be given immediately or at a certain point in time.
As mentioned in Quote 1, the performance is supposed to improve with more
experience gathered over time. Improving the performance P in a task T can
be reduced to the approximation of a target function, denoted as [19]. A tar-
get function is equal to the meaning of a . The function holds information
on the discrepancy between the state and the state. In deep re-
inforcement learning the target function is used to evaluate the performance
P at a certain point in time. This is certainly useful to understand the used
concepts of the applied method in Chapter 3.

The approximation of a target function is a synonym for the term . In
mathematics there exist different solution methods for deriving a function ap-
proximation. In approximation theory, an applied theory of mathematics, the
goal of is to minimize the worst-case error of . Where
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is the approximation of the ground-truth value function . With ,
in this context, basically any input value is enclosed. It is still part of research
whether all approximation tasks can be solved efficiently. The

research field is focused on the well-known problem [22].
This shows that approximation tasks are not easy to solve, even for approved
scientists in mathematics.

Figure 1.3: Deep learning (DL) as a subarea of ML introduces the use of neural net-
works for function approximation. ML/DL can be categorized into super-
vised, unsupervised and reinforcement learning approaches. Note that
semi-supervised learning is not shown as a standalone category.

1.5 DE E P R E IN FORCEMENT L EARN ING

In this section, a brief summary on the background of deep reinforcement
learning is given. Deep reinforcement learning is a sub-area in the field of re-
inforcement learning. Most basically it is the introduction of neural network
(NN) architectures to solve complex problems in RL.

The goal in reinforcement learning is to find the best possible mapping of
situations in an environment to actions inside this environment. Thismapping
is build by maximizing a belonging reward signal from the environment. By
default the learning actor is not supervised on which actions to take at which
moment in time. Therefore the learner itself must discover which actions suit
properly in its environment. In a complex environment actions at a point in
time , denoted as , can influence subsequent rewards at any further point
in time , denoted as . The features of gathering experience by executing

actions and collecting returned rewards are important features of RL [23].
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The problem of a reinforcement learning task can be formalized with the help
of ideas coming from dynamic systems theory. The main takeaway of dy-
namic systems theory is the application of (MDP).
A deeper dive into theMDPmodel formalization is taken in Section 2.1.2. The
fundamental idea is straightforward. A model captures the most essential as-
pects of the real-world problem faced by a learning agent as it interacts with
its environment. The interactions are distributed over a time dimension to
achieve a desired goal. A learning agent must be able to perceive the state of
its environment and to perform actions affecting the next state. Furthermore,
the agent must as well have a goal or objectives, which relates to the state of
the environment. A default MDP mainly involves the three explained aspects.
Perception, action and a goal are the simplest form of an MDP [23].

Real-world problems can differ in their complexity. Where smaller prob-
lems can be solved by the use of RL methods or other dynamic program-
ming approaches, more difficult problems seize the computational resources
of these methods. To fit computational demanding problem domains, like the
self-driving car domain [24], researchers make use of deep learning meth-
ods. In the context of this thesis, the problem is characterized by a demanding
problem domain. The exact observation of the environment is not possible. A
discrete observation is used, which still results in complex environment dy-
namics. Therefore, using classical RL is not sufficient and DRL is resorted to.

1.6 SMART ENV I RONMENT

Smart environments link the technological progress of computer science with
the everyday realities and tasks of the real-world. The integration of advanced
technology into people’s everyday lives is an expectation ofmany people. This
expectation refers to the [25]. Recent advances in sensor technol-
ogy, network technology, and many other research fields are fostering the de-
velopment of smart environments. A ”smart environment is a small world in
which all sorts of smart devices are constantly working to make the residents’
lives more pleasant” [6]. This section aims to introduce a concrete example of
a smart environment which suits the core motivation of this work, described
in detail in Section 1.1.

The concept of a smart environment representing a building’s complex en-
vironment with sensors and actuators is one example of a smart environment.
This example is of interest for future research. For example, in regard of large
crowd events, the research in smart environments can also contribute to more
safety in crowdedpublic rooms.Nevertheless, this paragraph focusesmore on
general occupancy detection by sensors. The accurate determination of occu-
pancy detection in smart buildings has been estimated to reduce energy con-
sumption in the order of 30% up to 42% [26–28]. Therefore, a simple demon-
stration of a smart environment, detecting the room occupancy, can be imple-
mented by observing a few indicators of the real-world. Light, humidity,
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and temperature sensors can record enough information of the environment
for a successful prediction of occupancy. A combination of these sensors is
already existing in many buildings nowadays. Besides observing the state of
the surrounding environment, smart environments aim to interact with the
real-world to improve their quality. In the above case the interaction could
possibly be carried out by controlling the buildings light or air-flow system
accordingly.

Recently, various research groups have been formed around the topic of
smart environments. The field of smart buildings hasmainly producedprojects
around smart rooms at work, at home and in educational institutions. Some
representatives arementioned for interested readers. Chen et al. implemented
intelligent home-appliance recognition over an IoT cloud network [29]. Han
et al. worked on a smart home energy management system using the ZigBee
protocol and IEEE 802.12.4 W-LAN standard [30]. In this scenarios anomaly
detection could improve the safety of the environments by detecting critical
events.

However, the focus of this thesis is on the implementation of an anomaly
detection solution for IoT-based smart environments. The importance of de-
tecting anomalies will become more relevant as more sensors and interacting
modules will be part of future smart environments. In view of the increasing
amount of smart environments in the real-world, more and more malfunc-
tions are naturally occurring. Some malfunctions can have unwanted conse-
quences. For every smart environment, there is a certain susceptibility to er-
rors that varies depending on the application domain. The previously given
example of accurate occupancy detection transfers to different domains. On
the one hand, it might lead to a safer energy consumption in buildings of the
future. On the other hand, future smart environments can be able to prevent
upcoming pandemic events by detecting aerosol particles and acting accord-
ingly.

1.7 ANOMALY DE T EC T ION

In this section, it is clarified in which domains anomaly detection is used. In
Section 2.2, the discussion is focused on concrete methods of anomaly detec-
tion. In general, it is almost impossible to cover every source of system failures
in the context of IoT. Therefore, engineers developed several methods to catch
sources of failure during the development stage of a system. The research ar-
eas to prevent critical system misbehavior are called

as well as general methods. On the opposite side,
anomaly detection focuses on detecting misbehavior in real-time while the
system is running or by predicting misbehavior of the system. Anomaly de-
tection is used in various domains as listed below:
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• intrusion detection - [31]

• fraud detection - [32]

• system health monitoring - [33]

• smart sensor networks - [34]

Intrusion detection systems (IDS) are used to monitor the state of an IT-
network system for any malicious activity. The detection methods used in the
area of intrusion detection are either signature-based or anomaly-basedmeth-
ods. The signature basedmethods are characterised by searching through net-
work traffic packages formalicious byte packages or other patterns [31]. Intru-
sion detection methods are often applied in antivirus software and perform
well on known patterns, while the performance on unknown patterns tends
to be poorly. Anomaly-based intrusion detection systems are a competitor to
signature-based systems, as they can perform better on unknown patterns. In
anomaly-based IDS the implementation relies on machine learning methods
mainly trained in a semi-supervised fashion to learn the normal patterns. The
detection of malicious traffic is then carried out by applying a distance based
heuristic on the unknown patterns. A known problem in anomaly-based ap-
proaches is the possible high rate of false positives, meaning outcomes in
which a false alarm is triggered for a newly seen pattern [35].

Fraud detection refers to the detection of malicious activity which is harm-
ing other actors in a certain environment. A broad usage of fraud detection
happens in financial fraud detection [32]. Here, computer-basedmethods are
already working successfully. Complex fraud detection systems feature ba-
sic methods of data analysis and data mining. Since the data mostly contain
normal activities and anomalous activities are rare, data mining methods are
often used for large data sets. The main methods here are classification, clus-
tering, regression, prediction and outlier detection. These methods can use
neural network architectures or support vector machines to generalize on a
large amount of data [32]. As usually possible, learning methods can be ap-
plied in a supervised, unsupervised or semi-supervised manner.

System health monitoring is a more general approach to monitor the health
of a complex system in a complex environment. This research area overlaps
with the anomaly detection tasks in smart sensor networks (SSNs) An exam-
ple of applied system health monitoring is the development of an inductive
monitoring system used by NASA to achieve more safety on spacecraft mis-
sions [33]. NASA used a distance based measurement system to monitor sen-
sor values of spacecrafts. The importance of real-time performance in system
health monitoring cannot be neglected, as delayed anomaly recognition can
result in problematic or critical behavior. The inductive monitoring system
stored normal operating data regions in a knowledge database and evaluated
the real-time data stream for their distance to well-known data samples.
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Smart sensor networks are complex systems, which use a large amount of
homogeneous or heterogeneous sensors to monitor the state of their environ-
ment. These networks can quickly generate cluttered data sets. Therefore it
is important to use methods which are well-suited for large data sets. Nowa-
days, most approaches of anomaly detection in smart sensor networks rely
on machine learning methods to support the requirements. The experiments
conducted in this thesis use data sets which are gathered by smart sensor net-
works. An example of applied methods are decision trees and fusion models
as used in [34]. The decision trees are an example of supervised learning on
historical data generated over a time span of 5 years. Auto-encoders, a concept
of deep learning, are used in [36] to detect anomalous events of a gas turbine
engine. The auto-encoder is trained unsupervised with a Gaussian distribu-
tion measure and was used to detect point anomalies.

This section introduced examples of applied anomaly detection and its rele-
vance for safety critical systems. The background of this thesis uses data gath-
ered by smart environments, which imply smart sensor networks, and focuses
on an anomaly detectionmethod to detect outlier samples and patterns inside
the data. By contributing to the research of deep reinforcement learning in
anomaly detection it is possible to increase the safety of smart environments
in the future.

SUMMARY: IN TRODUCT ION

The research of anomaly detection in smart environments is an interesting
area. The previously discussed sections are a motivation for this research. The
proposed method is driven by the use of deep reinforcement learning. An in-
creasing interest in smart environment research, and the Internet of Things in
general, drive the need for secure anomaly detection methods. In this thesis,
real-world smart environment data sets are used as a baseline to evaluate a
novel anomaly detection method. Chapter 2 explains the theoretical knowl-
edge needed for this thesis in depth.







2
THEORET I CAL FOUNDAT IONS

Theoretical foundationsmight be superfluous for the experienced reader.How-
ever, it often does no harm to recall the relevant material. Thus, the interest-
ing background of deep reinforcement learning and anomaly detection is pre-
sented in this chapter.

2.1 DE E P R E IN FORCEMENT L EARN ING

This section will build up sufficient understanding of how deep reinforce-
ment learning works. The subsections are sorted linearly by complexity. This
is intended to build up understanding piece by piece. In theory, RL distin-
guishes between two approaches called and

. In the context of this thesis, a value function-based
approach has been evaluated. Therefore, the basics of policy gradient-based
approaches are not explained further.

2.1.1

Onemain connection betweenneuroscience and computational reinforcement
learning is the similarity between the physical signals in a nervous system and
the abstraction of a reward signal in reinforcement learning theory. In theory,
a learning problem can be represented by its abstraction of signals. These sig-
nals are referred to as state, action and reward. Still, a low level of abstraction
is needed to fully understand the links between biology and RL theory. State,
action and reward are representations of functions corresponding to a term
in an equation or an algorithm. Respectively, in neuroscience, a signal in the
nervous system refers to an physiological event like the burst of action poten-
tials in the neuron or the dissemination of a neurotransmitter [23].

When constructing an abstract neural signal function for a reinforcement
signal, that particular signal is thought of to behave like the corresponding bi-
ological signal. For example, a dopamine neuron signal in biology is supposed
to be mapped to an abstract signal behaving in the sameway as the dopamine
signal. In reality, it is difficult to prove that physiological neural signals are
linked to a specific reward-related event. The difficulty lies in the high corre-
lation between different reward-related signals. Scientists need to overcome
this challenge by considering experiments where the reward-related signals
are less correlated from each other.
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The effect of less correlation in an experiment ensures that a certain physiolog-
ical signal is only active in parts of reward processing. This has been shown
to count for the dopamine neurotransmitter [23]. Properties which are con-
nected to the dopamine neurotransmitter can be found in the abstract con-
cepts of deep reinforcement learning.

Looking deeper into the analysis of reward-driven behavior one can find
the question whether behavior is motivated by only stimulus signals or di-
rected towards a goal outcome. In the past, research has produced different
results regarding this question. Thorndike et al. [37] proved that habitual re-
sponses can be evoked by perceiving a stimulus regardless of the outcome.
This strengthens the meaning of reward-related signals as purely stimulating.
Contrary, Tolman et al. [38] represent the opinion that actions can be evoked
strictly in connection to goal directed behavior which supports the second
point of view. However, nowadays research has come to the conclusion that
the coexistence of both properties shall not be neglected. Dickinson et al. [39,
40] demonstrated the capability of rats to perform in bothmanners. For exam-
ple, after enough training cycles on a specific task, rats have shown to be less
sensitive to the outcome of the task. This seems to support the abstraction of
overfitting for algorithmic learning tasks.

To solve why the coexistence of both reward-relation and goal-direction
is prevalent one needs to look at the brain’s control system. In animals, the
brain showsmutually beneficial properties for both behaviors as they seem to
work formutually exclusive challenges the animals have to overcome. Reward-
relation and goal-direction show different beneficial effects when learning a
behavior. There exists a trade-off between accuracy, experience, speed and ef-
ficiency. Goal-direction, as the name implies, is more reliable in shaping an
actors behavior towards its goal. Reward-related control is more efficient in
adaption strategies and requires less cognitive awareness of an organism [41].

The analogy from physiological behavior theory can help us to understand
the abstraction of reward-signals and state, action evaluation later on. In Sec-
tion 2.1.3 it is shown how both, previously mentioned, properties work in RL
theory.

2.1.2

In this section, the formal problem of a finite Markov decision process is in-
troduced. MDPs are a formalization of a sequential decision making problem,
in which decisive actions influence both, immediate and subsequent rewards.
Therefore MDPs support the trade-off problem between intermediate and de-
layed rewards in the decision problem. MDPs are the mathematical formal-
ization of a learning task with all its necessary features to solve it [23]. This
section introduces the key elements of a mathematical learning task.
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